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ABSTRACT This article proposes a framework to enhance the resilience of cyber-physical power systems
(CPPSs) against cyber-attacks that are capable of bypassing the cyber-based defense mechanisms. To do
so, a hidden and local surveillant protection layer is introduced that utilizes isolated measurement devices.
Since this surveillance layer relies on local measurements, cyber-attackers cannot affect its performance.
However, it requires highly accurate fault detection and classification units (FDCUs) which means requiring
additional expenses. Therefore, at the outset, this article employs a deep-learning-based fault detection
and classification method using a bidirectional long short-term memory (Bi-LSTM) model to achieve high
accuracy with only local transmission line current measurements. The insight and knowledge of the FDCUs
are also shared across their neighboring buses through the power-line-carrier communication system. Owing
to the need for additional hardware, this system is modeled within a techno-economic framework. The
established framework is applied to the CPPS through the evaluation based on distance from average solution
(EDAS) method. The EDAS method allows for dynamic adjustments to the integration level of FDCUs based
on an analysis of potential cascading failures from various cyber-attack target sets. Extensive simulations
conducted on the IEEE 30-bus testbed validate the effectiveness of the proposed framework. The conducted
evaluations show that the Bi-LSTM model achieves an impressive accuracy level exceeding 99.66%. This
result highlights the robust performance of the proposed surveillant layer and demonstrates its superiority
over existing fault detection and classification methods. The scalability of the proposed framework is also

confirmed on the IEEE 118-bus testbed.

INDEX TERMS Deep-learning (DL), fault detection, multiattribute decision-making (MADM), resilience.

I. INTRODUCTION

Cyber-attacks are one of the high-impact low-probability
events [1] that aim to deteriorate the confidentiality, integrity,
and availability of data transmitted through power system
communication networks. In this regard, the Department
of Energy (DOE) of the United States outlined a roadmap
in 2004 that paves the way for improving cyber-security in
computer-based systems, including modern power systems,
to enhance their operational quality and reliability. Based
on this roadmap, regulators of these cyber-physical power
systems (CPPSs) are obligated to adopt the same guidelines

in hardening different subsystems including the protection
schemes against cyber-attacks.

The robustness of individual and specific components of
CPPSs is tackled in the early stages of studies. However,
CPPSs traditionally consist of four distinct layers comprised
of different components: the communications layer, the phys-
ical or power infrastructure layer, the sensors and actuators
layer, and the application and management layer [2]. Typ-
ically, cyber-attackers intrude the communications layer to
monitor and manipulate the processes in the applications
and management layer, and/or sensors and actuators layer.
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The final impact is intended to be seen on the physical or
power infrastructure layer in the form of maloperations of
different components, and consequently cascading failures
and vast blackouts [3]. Specifically, in a false data injection
attack (FDIA), initially, the attacker creates a backdoor into
the application and management layer of the system through
malware-infected e-mails, phishing messages, etc. [4]. Em-
ploying the backdoor gains access of the attacker to the
communication layer to monitor the transmitted data for a
long period. Therefore, taking advantage of the monitored
data exchanged between the sensors and actuators layer with
the application and management layer, and the damage pri-
ority along with the budget of the attacker, the attack points
are determined [5]. By doing so, the attacker injects false
measurement data exchanged by the sensors and protection
devices resulting in the maloperation of target devices. These
actions cause physical damages in the power infrastructure
layer such as component outages and eventually, cascading
outages followed by wide-range blackouts [6] which calls for
the need for cyber-attack resilience enhancements in CPPSs.

Typically, the provided countermeasures for CPPSs’ cyber-
attack resilience are in the communications layer [4], [5],
applications and management layer [6], [7], and some minor
cases in the sensors and actuators layer [8]. Although such
studies contribute to a high level of cyber-security enhance-
ment, the mutual effects of layers’ performance on each other
and multilayer tasks in CPPSs are overlooked. Multilayer
procedures such as central control of power systems include
many details in the developed model and hence, complicate
their cyber-security. Kundur et al. [9] not only emphasizes the
importance of providing a vision for the multilayer impacts
of cyber-attacks on CPPSs but also highlights the need for
creating new layers. The protection schemes of power sys-
tems are one of the most important multilayer tasks of CPPSs
which are required to be hardened against cyber intrusions. To
this end, agent-based methods [10], game-theory models [11],
[12], and development of a distributed security layer [13] are
investigated in the literature. By the way, the cyber-resilience
of CPPSs for different schemes such as the protection sys-
tem through the inclusion of another layer among the typical
layers translates to a new multilayer performance that pro-
vokes the economic aspect as a determinative factor. In this
context, Shahzad [14] presents technical and economic assess-
ment frameworks that evaluate these landscapes in multiple
layers of the power system. Although the DOE report rec-
ommends the employment of data management systems for
the cyber-resilience of CPPSs [8], cyber intrusions via the
communications layer are still probable. That is, protection
schemes and strategies that partially or generally incorporate
the communication layer are prone to be sabotaged by more
trained and capable attackers.

On the other hand, in the case of a sabotaged CPPS through
the intrusion into its communications layer followed by a
successful FDIA on the transmission line protection, the at-
tacker either mimics a fake fault condition or displaces a
real fault. Therefore, devising a hidden surveillance system
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TABLE 1. Research Gap

Reference
Contribution

Resilience Enhancement v Vv v v x x x v

Proposed

B3l Method

6] [13] [14] [17] [21] [24]

Fault Diagnosis x x * x v v v v
Surveillance Layer x x x * x x x v
Protection-based x x v x v N N v
DL-based v v x x x x N v
Single Measurement x x * * x x x v
Isolated x * * * v x x v
Techno-Economic x * x v x x x v

upon the present protection schemes is of the essence. This
mission can be accomplished by the deployment of a local
and isolated fault detection unit that operates in parallel with
the main protection system. Conventional fault detection ap-
proaches take advantage of a vast variety of methods including
the wavelet transform [15], impedance calculation methods
[16], [17], [18], mathematical methods such as summation
of the squared signals [19], and the Furrier transform [20].
Although traditional methods have shown their merits, the
implementation of artificial intelligence (AI) has proven to
be more flexible and low-burdened for fast and accurate ap-
plications [21]. In this regard, different Al methods such as
artificial neural networks [21], convolutional neural networks
[22], logistic regression and AdaBoost [23], and recurrent
neural networks (RNNs) [24] are deployed for fault detection,
classification, and location. Among the AI methods, RNNs
could obtain more accurate and robust results owing to their
capability of interpreting the sequential dependencies of the
measurement signals in power systems. Still, the data prepa-
ration stage in RNN implementation needs more attention,
and the fine-tuning stage can also be challenging compared
to other Al solutions. However, the isolated locality of the
required fault detection unit forces high accuracy and single-
sourced measurement. As discussed previously, employing
the communication channels underrates the cyber-security of
protection schemes, and acquiring different types of measure-
ment increases the implementation cost. Therefore, a fast,
reliable, and adapted Al-assisted fault detection and classifi-
cation method is desired with a minimum number and types
of measurements to minimize resilience enhancement costs.
Table 1 shows the research gap identified in the literature
and presents the proposed solution of this study. The devel-
opment of an isolated surveillance system with the aim of
countering cyber-attacks in the final stage of CPPSs is crucial
for enhancing the resilience of power systems. In contrast,
Wilson et al. [3] and Moayyed et al. [6] focus on improving
certain already-existing layers of CPPSs to enhance resilience.
Meanwhile, the approach outlined by Choeum and Choi [12]
introduces an additional layer among the typical layers; how-
ever, the integration of a surveillance system in the final stage
of CPPSs has been overlooked. On the other hand, estab-
lishing such a layer requires the implementation of powerful

171



EBRAHIMI ET AL.: HIDDEN SURVEILLANT TRANSMISSION LINE PROTECTION LAYER FOR CYBER-ATTACK RESILIENCE OF POWER SYSTEMS

fault detection methods. These methods should be capable of
demonstrating high accuracy and operating effectively with a
minimal variety and quantity of measurements, thereby ensur-
ing cost efficiency. Although the new fault detection methods
proposed in [17] and [21] demonstrate high accuracy, they rely
on multiple types of measurements. Additionally, the devel-
oped method in [24] necessitates communication channels to
enhance the accuracy of its fault detection method. The depen-
dence on multiple types of measurements or communication
channels diminishes their applicability for being used in this
layer.

To address the discussed knowledge gap, this study intro-
duces a local and hidden surveillant protection layer for trans-
mission lines, specifically designed to enhance the resilience
of CPPSs against FDIAs. The proposed layer functions at the
final stage of a cyber-attack aiming at limiting the capability
of the attacker to execute harmful protection actions. The
proposed method employs fault detection and classification
units (FDCUs) that utilize a deep-learning (DL) approach
based on bidirectional long short-term memory (Bi-LSTM)
model. These FDCUs are designed to operate using only cur-
rent measurements from transmission lines connected to their
respective installation buses.

These FDCUs play a surveillant role by executing online
monitoring and rapid responses to various fault scenarios
within a relatively short sampling window, employing the ca-
pability of the Bi-LSTM model in interpreting sequential data
correlations. Furthermore, the situational awareness of the
FDCUs is shared with neighboring buses through the deploy-
ment of the power-line-carrier (PLC) communication system
whenever a malfunction or acceleration occurs in the main
protection system. The operational expenses are increased by
the installation of FDCUs on the buses of a CPPS. Therefore,
a techno-economic tradeoff is established by the proposed
framework through the employment of the evaluation based
on distance from average solution (EDAS) method, which
incorporates various attributes to identify the integration level
of the FDCUs in the CPPS. In this regard, the most suitable
candidate buses for FDCU installation are determined through
an attack analysis that evaluates the potential impacts of cas-
cading failures resulting from different cyber-attack target
sets. The main contributions of this study include following.

1) A hidden surveillant protection layer is devised for en-
hancing CPPS resilience against cyber-attacks through
the development of FDCUs.

2) A fast and accurate local DL-based FDCU is de-
signed that utilizes only local transmission line current
measurements to feed the Bi-LSTM model for fault
detection and classification.

3) A proper scheme is considered to share the situational
awareness of the FDCUs with neighboring buses when-
ever a malfunction or acceleration occurs in the main
protection system.

4) A techno-economic framework is established to en-
hance the cyber-attack resilience considering the cost of
FDCUs’ integration based on the EDAS method.

172

Step 1: Fault Detection and Classification
Data Generation
Data Pre-Processing
Bi-LSTM Model Execution

\

Step 2: Techno-Economic Model

. Module Installation Priority Indices
Priority List Establishment
EDAS Execution

FIGURE 1. Workflow of the proposed method.
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FIGURE 2. Attack and defense processes.

The remainder of this article is organized as follows. Sec-
tion II describes the backbone and main framework of the
proposed model. Section III discusses the simulation cases
and scenarios. Then, the obtained results are discussed in more
detail. Eventually, Section IV concludes the article.

Il. PROPOSED METHODOLOGY

The represented flowchart in Fig. 1 demonstrates the work-
flow of the proposed method. This section, first, gives an
overall insight into the merit of the proposed surveillant pro-
tection layer. Next, explains the developed fault detection and
classification method. Finally, the approach for resilience en-
hancement of the CPPS while satisfying the economic desires
through the EDAS method is explained.

A. OVERALL INSIGHT ON THE PROPOSED LAYER

Although the DOE report recommends the employment of
data management systems for the cyber-resilience of CPPSs
[8], cyber intrusions via the communication layer are still
probable. That is, protection schemes and strategies that par-
tially or generally incorporate the communication layer are
prone to penetration by more trained and capable attackers.
As demonstrated in Fig. 2, if an attacker gains the ability to
pass through the cyber-based defense mechanisms including
firewalls and data security technologies of the application
and management layer and the communications layer, it can
launch a successful attack followed by harsh physical impacts.
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Therefore, contemplating a noncyber-based defense mecha-
nism as a last resort strategy makes sense to limit the ability
of the attacker to physically damage the system.

A local, hidden, and surveillant transmission line protection
layer for the resilience of CPPSs against FDIAs is presented
in this study. The proposed layer stands in the last stage of
an accomplished cyber-attack to interrupt the attacker’s capa-
bility to perform undesired protection actions. The locality of
the layer enhances the resilience of the CPPS by operating
in parallel with the cyber-security layer and surveilling the
main protection scheme. The proposed layer is comprised of
FDCUs fed only by local transmission line current measure-
ments to detect and classify electrical faults. Despite the local
measurement system, the speed and accuracy of the FDCUs
are guaranteed by using the Bi-LSTM model which is able to
interpret the sequential dependencies of time-series data. On
the other hand, the EDAS method balances the economic and
technical resilience factors by determining the most deserving
buses for FDCU installation and the integration level of the
surveillance layer.

To apply the supervision of FDCUs on the main trans-
mission line protection, the PLC system is employed. The
operation of breakers in a FDCU-installed bus must be con-
firmed by the command of the FDCU. That is, FDCUs work
in parallel with the main protection of the power system in a
local manner. Let us consider three cases:

1) the occurrence of an internal fault detected by the main

protection and FDCU;

2) the occurrence of an internal fault detected only by

FDCU;

3) the occurrence of an FDIA.

In the first case, the main protection and FDCU detect the
fault and send the trip signal resulting in a correct operation
of the breaker. In the second case which may happen ow-
ing to many reasons such as highly resistive faults, special
operational conditions, etc., the FDCU which is trained for
various fault scenarios would correctly detect the fault and
send the trip signal. In the third case, the main protection is
compelled to send the trip signal based on the falsified data,
but, the FDCU which uses local measurements does not detect
any faults and does not send any trip signal. In this case,
the breaker goes into the locked mode. Moreover, according
to the demonstrated framework in Fig. 3, the far-end bus of
each transmission line should also receive the confirmation
signal of the FDCU carried by the PLC system to perform
a breaking task. In the event of a false flag from the main
protection, the FDCU is obligated to transmit alarm signals to
the neighboring buses. Until all buses and consequently the
central management unit receives the distress signal, the same
task is done by each signal-received bus. Doing so, the main
protection goes into the offline mode to apprehend the impact
of the cyber-attack and terminate any redundant access points
for the attacker. Meanwhile, the protection of the system is
handled through the proposed supervisory layer by the cor-
responding FDCUs in a local manner. The main protection
goes online after the detection and isolation of weak links. It
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FIGURE 3. Role of PLC system in the proposed framework.
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is noteworthy that new expenses regarding the PLC system
deployment are avoided owing to the fact that this system is
already employed in the protection schemes.

B. FAULT DETECTION AND CLASSIFICATION METHOD

The fault detection and classification context in power systems
is a historical and well-studied field. However, the integra-
tion of renewable generations, employment of new power
electronics-based technologies, and various operational issues
raised by these devices introduce new challenges to the ex-
perts in this field. On the other hand, the manifestation and
development of Al methods in the management, control, and
protection of power systems have established a new substitute
for the conventional methods. In this regard, many researchers
have tried to reconstruct the power system applications and
strategies, especially the protection section, based on Al meth-
ods. Here, a fault detection and classification method through
the employment of a Bi-LSTM model is developed. The basis
of the LSTM model, which is a special version of RNN, is
previously provoked [25]. RNNs are a type of deep neural
network that are capable of treating sequential data such as
time series. They can extract features and learn from the data
similar to other neural networks; except, they have the ability
to learn from the sequential relations between the data points.
But, in the conventional RNNSs, as the number of time steps
increases, the vanishing/exploding gradients issues emerge
due to the inability of the early RNNs to keep up with the
long-term dependencies. This issue renders legacy RNNs im-
practical for cases with long-term dependencies. However, the
LSTM variation of RNNs is capable of retaining the long-term
temporal dependencies of sequential data. The structure of
an LSTM cell is represented in Fig. 4 and its equations for
forward propagation are defined in the following:

i = sigmoid (W;h"~" + Uix) 0
f = sigmoid (Weh"~" + Upx®) ?)
0 = sigmoid (Woh" ™" + U,x) 3)
g =t (Wah )+ Uy @
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Graphical representation of a Bi-LSTM network.

W= ("Vef)eEei &)
h®) = tanh (c(’)) ®o. (6)

In these equations, i, f, 0, and g stand for the input, forget,
output, and internal hidden gates for the LSTM cell. Also,
(Wi, Up), (We, Up), (W, Up), and (Wy, Ug) are the weight
matrices of hidden-hidden layers and input-hidden layers for
input, forget, output, and internal hidden gates, respectively.
The forward propagation equations are defined in (1)—(4).
Moreover, (5) and (6) calculate the cell state and hidden state,
respectively. It should be noted that LSTMs are also trained
by BPTT similar to the other types of RNNs. For certain
sequence prediction tasks, it can prove advantageous to en-
able the LSTM model to learn the input sequence in both
forward and backward directions by the Bi-LSTM model,
subsequently merging both interpretations. Fig. 5 shows a
graphical representation of the Bi-LSTM architecture.

The input data considered to be fed into the Bi-LSTM
model includes the fundamental component magnitudes and
angles of the three-phase line currents connected to the con-
sidered bus. It can be obtained by applying the discrete Fourier
transform (DFT) on the raw three-phase current signals. The
fundamental component I; of current / can be calculated by as
[20]

here, if the first term is taken as /. and the second term as /g,
the subsequent equation can be concluded as
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(10)

| = ((I)* + (1)?)
/I = tan~' (=L/1.).

By doing so, the proposed fault detection and classification
method is robust to the harmonics-polluted measurements.

C. PROPOSED DECISION-MAKING APPROACH
The resilience of a CPPS in the proposed strategy is re-
alized by adding a hidden surveillance transmission line
protection layer into the set of layers. This surveillance layer
works based on the proposed fault detection and classification
method. By installing each individual FDCU in a candidate
bus, its consequent awareness is partially propagated across
the neighboring buses through the employment of PLC sys-
tem which results in enhancing the resilience of the whole
power system. According to the fragility curve of a power
system shown in Fig. 6, the proposed approach improves the
cyber-attack resilience of a CPPS in the “Absorb” stage. In
the “During Event” level of a cyber-attack, the “Detect” and
“Resist” stages are mostly performed by cybernetics security
experts. However, the absorption of an attack can be carried
out by performing offline countermeasures. In this stage, the
impact of the cyber-attack and the ability of the attacker are
restrained by employing the proposed FDCU and deploying
awareness signals by the PLC system in the hidden layer.
According to the proposed decision-making approach for
dispersing FDCUs of the presented layer, each bus is a can-
didate in the priority list. This priority list is built up based
on prioritizing the buses with critical loads (CL). Then, the
number of lost lines (NLL) in the event of the bus’s discon-
nection, generator presence (GP) in the bus, and the number
of lost generators (NLG) in the event of the bus’s discon-
nection determine the priority of each bus. In the process
of establishing the priority list, the main factor is the CL.
Thereafter, if two buses have the same NLLs, the GP factor
is the distinguishing one. The same goes for two buses with
the same GPs where the NLG determines the significance.
The NLL and the NLG indices are calculated based on the
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cascading outage calculations. After determining the priority
of the buses for installing the FDCUs and by considering the
priority of the attacker, namely the highest load-shedding (LS)
value per attacked bus, and a hypothetical budget of the at-
tacker, an attack-analysis procedure is carried out. According
to Fig. 7, the attack analysis procedure commences with an
optimal power flow (OPF) for the preattack condition. Then,
according to the attack budget, the highest prioritized buses
for attack are removed from the grid followed by the execution
of an OPF in the postattack condition. Thereafter, at each
iteration until the last bus, FDCUs are installed at the buses
one by one according to the priority list (i) of the defender.

At each iteration of the attack-analysis procedure, the over-
all LS, the overall line congestion (LC), the overall reserve
of generators (RG), the number of covered buses (NB) by
the hidden layer, and the number of covered critical (NCC)
loads are calculated and stored to be fed to the multi-attribute
decision-making (MADM) model. The employed MADM
method is the EDAS which has been previously applied to
evaluate the airline services, air traffic, and staff choosing
problems. The mathematical formulation of the EDAS method
is emphasized as follows [27]. The input information of the
EDAS method is called the decision matrix (D)

adailg aaipj adiy
D = | aa; aa;j aa;, (11)
adag aaj j adjy

in which aa;; is the ijth element of the decision matrix
that represents the ith alternative for the jth attribute. Ad-
ditionally, the decision maker provides attribute weights
W ={w;, wa, ..., w,} which are discussed at the end of
this section. Next, the average solution of each attribute is
calculated
l
AVS; = aaij/rij=1.2,....r (12)

i=1
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The positive and negative distances from average solutions
are calculated in the following based on the positivity or neg-
ativity of each attribute. The positive and negative distances
from the average solution for positive attributes are

PDAVS!, = max (0, (aa;; — AVS,))/AVS;  (13)

NDAVS!; = max (0, (AVS; — aa;;))/AVS,.  (14)

Likewise, the positive and negative distances from the av-
erage solution for negative attributes are

PDAVS}, = max (0, (AVS; — aa;;))/AVS;  (15)

NDAVSY, = max (0, (aa;; — AVS;))/AVS;.  (16)

Considering the weight of each attribute, the weighted pos-
itive and negative distances of attributes from the average can
be calculated by

WP; = > "w; x PDAVS/ ™V 17)
j=1
.

WN; = Z wj x NDAVS™N. (18)

j=1

As the values of each attribute may differ in scale from
others, normalization is suggested. Therefore, the weighted
normalized positive and negative distances are calculated as

NWP; = WP;/max (WP;) (19)
1

NWN; = WN;/max (WN;). (20)
l
Now, the assessment score for each alternative is calculated
based on NWP and NWN

AS; = (NWP; + NWN;)/2. 1)

According to the descending order of assessment scores,
the priority of alternatives can be obtained. The weights of
each attribute W can be determined by various methods. In this
study, the Entropy method is employed to govern the weights
of the attributes. Initially, the normalized values of decision
matrix elements are calculated

[
Wuzaaij/Zaaij. 22)
i=1
The degree of entropy is computed by the following
equation:

1
Ej=—1/In(l)) _aa; x In (aag);

i=1

0<E; <1 (23)

Based on this equation, the deviation rate of the degree
of entropy and the entropy weight of each attribute can be
calculated as

DerZI—Ej (24)
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wj = Dev,/ " Dev,. (25)

j=1

IIl. NUMERICAL STUDIES AND PERFORMANCE
EVALUATIONS

This section is dedicated to reporting the numerical simula-
tions and performance evaluation of the proposed surveillance
transmission line protection layer. The impact of an FDIA is
applied to the protection system of the testbed in this study.

A. TESTBED CHARACTERISTICS AND ASSUMPTIONS
Simulations are carried out on the IEEE 30-bus test system
with some minor assumptions [28]. Four CLs are considered
which are in buses 14, 17, 21, and 30. The attack budget
is taken three bus-per-attack. Faulty and normal condition
simulations and data generation for feeding the AI models
are performed in the DigSILENT PowerFactory environment
[29]. Moreover, Python software is employed to develop
the Bi-LSTM model. Finally, the OPF simulations for the
employed EDAS method are performed using the general
algebraic modeling system studio 1.12.1 optimization envi-
ronment.

In this study, two case studies are considered. At the outset,
the efficiency of the proposed method is tested on only one
of the buses of the testbed. In this regard, the performance of
FDCU is explored based on different fault types, locations,
and resistance in steady and power swing operational con-
ditions of the power system. Afterward, in the next case, by
dispersing the proposed FDCUs in the testbed based on the
techno-economic model and employment of the PLC system,
the performance of the surveillance layer is evaluated. In this
case, the locations of FDCUs are determined by the EDAS
method, and the resilience of the CPPS is investigated.

B. CASE 1: EVALUATION OF THE FDCU ON A SINGLE BUS

The proposed fault detection and classification method ex-
ecutes a Bi-LSTM model fed by the DFT-processed three-
phase currents of the connected lines to the bus intended for
FDCU installation. The raw data of three-phase currents of all
lines are gathered; then, the fundamental component magni-
tudes and angles are extracted using (7)—(10). The developed
module for fault detection and classification is considered to
be installed in bus 6 with 5 transmission lines. This means
that 30 features are fed into the Bi-LSTM model, including
the amplitudes and angles of three-phase line currents. The
fault detection model detects the normal or faulty conditions
indicating the name of the faulty line. Therefore, in this model,
six labels are created to show the normal and faulty states.
Moreover, the fault classification model identifies the fault
types illustrated in Fig. 8 with 11 labels for three-phase,
two-phase, two-phase-ground, and one-phase-ground faults.
A total of 2 million data points are generated by simulating
normal state and 10 types of faults located in O, 1, 2, ...,
10, 20, ..., 100% of 5 transmission lines considering 0, 1,
2,...,10, 20, ..., 100 2 fault resistances in the steady state
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FIGURE 9. Learning and validation accuracies and losses of (a) fault
detection and (b) fault type classification models.

and power swing conditions. Each fault is simulated in a 100
msec period in which the fault is injected at 50 msec from
the simulation initiation. The size of the samples used for
training and testing the fault detection and classification which
is determined by a trial-and-error procedure is five timesteps-
per-sample. This resolution simultaneously provides high
accuracy, affordable computational burden, and high detection
and classification rates. The sampling frequency is 1 kHz
which means timesteps are in 1 msec temporal distance.

The developed structures of Bi-LSTM models for fault de-
tection and classification are the same. The model starts with
a 30-neuron input layer. Three consecutive Bi-LSTM layers
are stacked with 120, 60, and 30 LSTM cells, beginning after
the input layer and ending at the output layer. The overfitting
is evaded by a 50% recurrent dropout at each layer. More-
over, the L2 = 0.01 kernel regularization is contemplated
for each layer to facilitate the optimal convergence of the
model. The activation function of all three Bi-LSTM layers
is “tanh” which is more stable compared to the “Relu” ac-
tivation function, especially when recurrent dropout is used.
Following these layers, an output layer with the “Softmax”
activation function, 6 neurons for fault detection, and 11 neu-
rons for fault classification models is added. The loss function
of the model is the “Categorical Cross-Entropy,” and the
adaptive moment estimation (Adam) optimizer is deployed
as the optimization function with the default 0.001 learning
rate. Moreover, 20% of the training data is split for validation.
Also, 20% of the whole data is used for testing the model. The
training process of each model is performed in 200 epochs
with a batch size of 100 samples. Here, the training and vali-
dation accuracies and losses through the training processes of
the detection and classification models are drawn in Fig. 9(a)
and (b).
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FIGURE 10. CM of fault (a) detection and (b) classification.

After training both of the models for about 600 min, the
testing stage is executed. As previously stated, 20% of all gen-
erated data is used in the testing stage. Considering the lower
number of labels in the fault detection model compared to the
fault classification model, the detection accuracy is obviously
higher than that of classification. During the test process,
two confusion matrices (CM) are created by evaluating the
trained model based on the test data. Fig. 10 illustrates the
CM for both fault detection and classification models using
the concatenated steady and power swing conditions data. As
seen in Fig. 10(a), the accuracy of the detection model is
100% for all labels except for one of them which is 99.99%.
For the classification model, Fig. 10(b) shows that only the
“Normal” label reaches 100% accuracy, and for other labels,
lower accuracies are achieved.

Also, the lowest accuracy is obtained for the “CAG” label
equal to 99.66%. It is noteworthy that the training process
can be expanded to more epochs to achieve higher values of
accuracy. It is noteworthy that the minimum operation time
of relays is typically considered 100 msec. Considering the
parallel operation of the detection and classification models in
the FDCU, the 5 msec sampling window contemplated for the
proposed model plus a maximum of 10 msec detection and
classification times is considerably lower than the operation
time of relays which can be seen in Fig. 11. According to
the high current resulted from a near-end nonresistive three-
phase fault in Fig. 11(a) and the considerably low current
of a one-phase-to-ground fault in 80% of line with 100 2
resistance in Fig. 11(b), the fault detection and classification
by the proposed model is also impressively fast and accurate
compared to conventional relaying characteristics.
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FIGURE 11. Magnitudes and angles of all phases of lines 2-6 in the event
of a (a) three-phase fault in 0% of the line with 0  resistance and (b) a
B-G fault in 80% of the line with 100 @ resistance.

The proposed fault detection and classification method uses
only local current measurements at the installation buses of
the FDCUs. Therefore, the proposed method relies solely on
local current measurements obtained in the connected buses of
the FDCUs. Although an increase in the number of connected
lines to a bus may lead to longer training times and higher
computational costs, this is not directly correlated with the
overall scale of the power system. In practical applications,
it is noted that the number of lines connected to any given
bus is limited which mitigates the impact of the power system
expansion on the training time and computational demands
of the Bi-LSTM model. Therefore, despite an increase in the
power system’s scale, a proportional increase in computa-
tional burden or training duration would not be anticipated.

C. CASE 2: EXPLORING THE TECNO-ECONOMIC
APPROACH TO RESILIENCE ENHANCEMENT

OF THE TEST SYSTEM

As comprehensively elaborated in Section II-B, FDCUs are
required to be dispersed across the power system for con-
structing the surveillant protection layer hidden from the
observation of any third party through communication chan-
nels. FDCU locations are determined based on the proposed
decision-making approach. Table 2 shows the bus ranking
according to their characteristics based on the specifications
of the proposed strategy. The ranking of important buses is
tabulated in Table 2. This table is organized based on the CL,
NLL, GP, and NLG parameters. Thereafter, in the following,
the attack priority list is determined based on the amount of LS
caused by an accomplished attack on each individual busbar
which is shown in Table 3.
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Ranking List of Buses

Priority List for the Coverage Level of the Layer

Rank 1 2 3 4 5 6 7 8 9 10 11 12 13 14 1516 17 18 19 Rank 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
BusNo. 2130 14 176 12102 27 1 22154 2824259 8 7 Coverage 16 15 17 14 18 13 12 11 10 19 9 20 21 22 23 24 25 8 7
cL « % % o+ - . . . . . . . .
NLL 2222 127 7 55 55 4 4 433 3 22
GP e Blackout
NLG 1100 1 1 1 1121010071000 Critical
Outage
Attack Priority 28
Priority 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
BusNo. 8 6 7 2 12212730 19 17 24 1 22 15 4 14 10 25 16 8 -
LS(MW) 30232221 1917 13 11109 9 8 8 8 86 6 3 3
D Matrix of the EDAS Method
Cost LS(MW) LC(MW) RG(MW) NB NCC 30 29 Outage
0,...3 703 722028 216.1 0,3,6,9, 11 0,1,2,3 Aware
5.7 745 953.526 2203 18, 19,20 4 15 ), Safe
8 623 117406 208.1 2 4 14 26 28
9,..,17 358 116141 1816 gg g;} ;g 26,27,27.27, 4 t g
18 16.5 144551 1623 29 4
19 10.2 1397.02 156 29 4 1 <3
20 9.9 141427 1557 30 4
21 9.1 12111 1549 30 4
2 8.3 1209.62  154.1 30 4 (b)
23 8.1 1409.04 153.9 30 4 Resilience state of the system against cyber-attacks (a)
24 5.7 122935 1515 30 4 without and (b) with the proposed supervisory layer.
25 35 1197.23 1493 30 4
26 35 140536 1493 30 4
27 0 141606 145.8 30 4
28...30 0 14977 1458 30 4 surveilled or made attack-aware, and all four critical-loaded
buses are supervised by FDCUs. Consequently, if a cyber-
Entropy Weights of Each Attribute attack occurs, the LS is reduced by 49.07%, the total LC is
lowered by 60.85%, and the total RG is increased by 15.96%
Cost LS LC RG NB NCC through the employment of the proposed method.
Entropy Weight 02793 04774 00305 00148  0.1317  0.0663 Fig. 12 shows the resilience state of the test system in the

In the next step, the D matrix elements provided for the
EDAS method are calculated by the attack-analysis approach
and brought in Table 4. In this table, when a bus is present
at the target set in an iteration, the coverage list of the next
iteration would be checked. If it is on the list, it should be
removed from the target set and the next bus in the attack
priority list must be added. The cost is determined by the
number of installed FDCUs.

Afterward, the entropy weight of each attribute is calculated
shown in Table 5. In the last step, the resulting priority of
the coverage level for installing FDCUs of the hidden super-
visory protection layer from the EDAS method is calculated
and brought in Table 6. This table indicates that covering 16
buses is sufficient for balancing the economic and technical
resilience aspects. Doing so, a total of 28 buses are either

178

event of accomplished cyber-attacks. According to Fig. 12(a),
an attack on red-colored areas results in severe cascading
outages in the system followed by a probable blackout of the
whole system. An attack on critical buses may cause some
outages, but a blackout is not expected. Moreover, cyber-
attacks on the buses in the outage category only cause the
outage of those individual buses. On the contrary, Fig. 12(b)
illustrates a tremendous improvement in the state of the sys-
tem. As can be seen, only two low-rank buses are not covered
by the proposed surveillant transmission line protection layer.
Furthermore, the aware category stands for the buses without
FDCU but in the vicinity of a surveilled bus. These buses do
not benefit from the proposed fault detection and classification
method, but in the event of an attack, the surveilled bus alerts
them. Finally, the safe area is composed of FDCU-surveilled
buses that do not get affected by cyber-attacks on the trans-
mission line protection system.
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TABLE 7. Performance Comparison for Fault Detection and Classification
Methods

TABLE 8. Optimal Dispersion Level of the Surveillant Layer for IEEE
118-Bus Testbed

Reference Parameter
Parameter [21] [22] [23] Proposed Method Case Cost NB NCC
Min Accuracy (%) 99.4 98.4 98.75 99.66 Base Case 0 0 0
Max Accuracy (%) 99.8 100 99.29 100 Optimal Case 60 117 5
Detection Time (ms) 20 8 23 10 Case Parameter LS (MW) LC (MW) RG (MW)
Measurement V(PMU)  V,I(Local) V, I(Local) I (Local)
Base Case 645 4394.56 17817.6
Optimal Case 207 2726.26 17371.6

D. RESULTS VALIDATION

In this section, to validate the obtained results, first, the per-
formance of the proposed fault detection and classification
models is compared to other developed Al-based methods.
Then, in order to explore the scalability of the proposed
surveillant layer in larger CPPSs, another analysis is con-
ducted on a larger power grid which requires a wider range
of FDCU installation. Finally, the effect of harmonics on the
performance of the FDCUs is evaluated based on different
harmonic levels. It should be emphasized that the performance
of Al-based methods can be assessed through the comparison
of their numerical indices, speed, and required inputs. By
doing so, the suitability of these types of methods for detec-
tion and classification in different conditions of the electrical
grid and different arrangements of system components can be
revealed.

At the outset, a comparative analysis of Al-based fault
detection and classification methods is carried out which com-
pares the accuracy, required measurements, and detection time
of the proposed model with those in the literature [21], [22],
[23]. The reflected results in Table 7 demonstrate that the de-
tection and classification accuracies achieved by the proposed
method are higher than those of other studies. It is essential to
point out that the proposed fault detection and classification
method uses only local current measurements at the instal-
lation buses of the FDCUs. Therefore, the proposed method
relies solely on local current measurements obtained in the
connected buses of the FDCUs. Moreover, Tokel et al. [21]
states that the detection time of its model is 20 ms; however,
for Fahim et al. [22] and Baloch and Muhammad [23] only the
sampling rates are expressed as 20 and 3.6 kHz which stand
for 3 and 17 ms sampling times. In this article, the detection
interval is 5 ms which is also added to the sampling times
of other methods for making a fair comparison. Therefore,
the detection time of the Bi-LSTM model which is 10 ms
outperforms the models in [21] and [23]. Overall, the pro-
posed fault detection and classification method shows a higher
performance compared to the majority of other methods in
accuracy, measurement requirements, and detection time.

In order to explore the scalability of the proposed surveil-
lant layer, the IEEE 118-bus testbed [30] is put under in-
vestigation. In this regard, loads connected to buses 42, 90,
95, 112, and 116 are considered CLs. Similar to the main
case study, the attack budget is taken three buses per attack.
By preparation of the input data for the EDAS method, the
developed model is executed. The obtained results are shown
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TABLE 9. Performance Comparison for Fault Detection and Classification
Models in Different THD Levels

Model

FAULT DETECTION ACCURACY  FAULT CLASSIFICATION ACCURACY

THD
5.3%
15.6%
21.2%
24.8%

99.99%
99.98%
99.98%
99.97%

99.66%

99.64%

99.63%
99.62%

in Table 8 which indicates that the installation of FDCUs in
60 buses or 50.84% of the system covers 117 buses or 99.15%
of the system. Moreover, the employment of the proposed
layer in this level results in a 69.15% reduction in overall shed
load, a 38% reduction in overall congestion of transmission
lines of the system, and a 2.5% increment in overall reserve
generation in the event of an attack compared to the base
case. According to the results obtained from simulations on
the IEEE 30-bus and IEEE 118-bus testbeds, the growth in the
size of the network does not sensibly affect the performance
of the proposed framework in the resilience of the system.

Finally, herein, a suitable analysis is performed to evalu-
ate the performance of the fault detection and classification
models for different harmonics levels. The obtained results
are reflected in Table 9. The total harmonic distortion (THD)
is calculated [23] for different simulated harmonic levels of
the transmission line currents for different fault scenarios.
As it can be interpreted from the detection and classification
accuracies higher than 99.62% in different THD levels, the
proposed FDCU is highly robust to the harmonics of the
current measurements. It is noteworthy that the reduction in
the accuracy is related to the faults with very low currents
resulting from their high distance from the measuring point
and highly resistive nature.

IV. CONCLUSION

This article aimed to address the drawbacks of cyber-based
defense mechanisms against cyber-attacks on CPPSs through
the development of a power system protection-based cyber-
attack-resilience framework. The security and privacy of the
proposed framework were guaranteed through the employ-
ment of a highly accurate Bi-LSTM model fed by local trans-
mission line current measurements of each FDCU-installed
bus with a relatively low sampling window. Awareness of
FDCUs was propagated across the CPPS by deploying the
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PLC system, further enhancing the resilience of power system
protection. Since implementing FDCUs in the power system
entails additional expenses, the EDAS method was executed
to determine the most to the least commendable buses of the
CPPS and reach a balance among economic and technical
attributes of power system resilience. Doing so, 16 buses
or 53.34% of the IEEE 30-bus test system were chosen for
FDCU installation which resulted in an awareness of 93.33%
or 28 buses, 49.07% of LS reduction, 60.85% of line reserve
capacity increment, and 15.96% of generation reserve incre-
ment compared to the no FDCU condition in the base case. It
is noteworthy that the Bi-LSTM model achieved an accuracy
of at least 99.66% in transmission line fault detection and
classification with a maximum operation time of 15 ms.

The current study assumes that PLC systems can handle
electromagnetic interferences (EMIs) effectively. However,
EMIs can pose significant challenges for PLC systems, par-
ticularly when the PLC system lacks the capability to manage
such disturbances. In situations where the PLC is unable to
handle EMI effectively, this issue requires further investiga-
tion for future work, especially in the context of the proposed
deep learning-based surveillant protection layer.
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